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Appropriate Monitoring for Education Settings
July 2026
Monitoring Provider Checklist Reponses

Schools and colleges in England have statutory safeguarding duties that include maintaining appropriate monitoring arrangements alongside wider online safety practice. Monitoring should help identify safeguarding concerns, enable timely intervention, and support a proportionate, transparent and risk-based approach to online safety.
The Department for Education’s statutory guidance Keeping children safe in education 2026 requires schools and colleges to ensure appropriate filtering and monitoring systems are in place and to review their effectiveness. For monitoring, provider responses should help schools evidence how alerts, reports, human review, escalation routes and records support safeguarding oversight and annual review.
By completing all fields and returning to UK Safer Internet Centre (enquiries@saferinternet.org.uk), the aim of this document is to help monitoring providers illustrate to schools how their technology, service model and support arrangements meet the national defined 'appropriate monitoring' standards. Fully completed forms will be hosted on the UK Safer Internet Centre website alongside the definitions. Responses should be sufficiently detailed to support schools, colleges and other education settings when reviewing monitoring effectiveness, documenting local decisions, assessing product limitations, and evidencing that monitoring arrangements remain suitable across relevant users, devices, apps, locations and educational contexts.
The results will help schools assess, alongside their risk assessment and safeguarding context, whether the monitoring system is appropriate for them and whether it supports annual review, named responsibility, evidence gathering and timely safeguarding response.
	Company / Organisation
	

	Address
	

	Contact details
	

	Monitoring System 
	

	Date of assessment
	

	Deployment / service model
	

	Education settings covered
	

	Device, operating system and platform coverage
	

	Human review / managed service scope
	

	Known exclusions, dependencies or limitations
	



System Rating response
	Where a supplier is able to confirm that their service fully meets the issue identified in a specific checklist the appropriate self-certification colour for that question is GREEN.
	

	Where a supplier is not able to confirm that their service fully meets the issue identified in a specific checklist question the appropriate self-certification colour for that question is AMBER. 
	

	Providers should support each rating with concise evidence. Evidence may include product documentation, screenshots, configuration guidance, alert workflow examples, sample reports, exportable audit logs, data retention documentation, support materials, testing outputs or a clear explanation of limitations. Where monitoring depends on school configuration, device management, identity integration, agent deployment, browser/app coverage, consent or a managed service process, this should be made explicit.
	




Monitoring Content
Monitoring providers should ensure that they:
	Aspect
	Rating
	Explanation

	- Explain whether, and how, the monitoring system identifies or alerts on attempted access to known illegal content where this is within product scope.
	
	

	- Where the system uses external illegal-content indicators, including IWF-derived signals, explain how attempted access is detected, logged, triaged and escalated. Do not imply blocking unless this is part of a separate filtering solution.
	
	

	- Where the system uses terrorism-related indicators, including CTIRU-derived signals, explain how attempted access or concerning activity is detected, logged, triaged and escalated.
	
	

	- Confirm how monitoring of high-risk or illegal-content indicators is protected from unauthorised disabling, suppression or unilateral policy change, including audit trails and escalation for changes.
	
	

	- Summary of monitoring evidence available to schools, including alert examples, report exports, review records and escalation audit trail.
	
	



Illegal Online Content
Monitoring providers should both confirm, and describe how, their system monitors/manages the following illegal content
	Content
	Explanatory notes – Content that:
	Rating
	Explanation	

	child sexual abuse
	Content that depicts or promotes sexual abuse or exploitation of children, which is strictly prohibited and subject to severe legal penalties.
	
	

	controlling or coercive behaviour  
	Online actions that involve psychological abuse, manipulation, or intimidation to control another individual, often occurring in domestic contexts.
	
	

	extreme sexual violence
	Content that graphically depicts acts of severe sexual violence, intended to shock or incite similar behaviour, and is illegal under UK law.
	
	

	extreme pornography
	Pornographic material portraying acts that threaten a person's life or could result in serious injury, and is deemed obscene and unlawful.
	
	

	fraud
	Deceptive practices conducted online with the intent to secure unfair or unlawful financial gain, including phishing and scam activities.
	
	

	racially or religiously aggravated public order offences  
	Content that incites hatred or violence against individuals based on race or religion, undermining public safety and cohesion.
	
	

	inciting violence  
	Online material that encourages or glorifies acts of violence, posing significant risks to public safety and order.
	
	

	illegal immigration and people smuggling  
	Content that promotes or facilitates unauthorized entry into a country, including services offering illegal transportation or documentation.
	
	

	promoting or facilitating suicide  
	Material that encourages or assists individuals in committing suicide, posing serious risks to vulnerable populations.
	
	

	intimate image abuse
	The non-consensual sharing of private sexual images or videos, commonly known as "revenge porn," intended to cause distress or harm.
	
	

	selling illegal drugs or weapons  
	Online activities involving the advertisement or sale of prohibited substances or firearms, contravening legal regulations.
	
	

	sexual exploitation  
	Content that involves taking advantage of individuals sexually for personal gain or profit, including trafficking and forced prostitution.
	
	

	Terrorism
	Material that promotes, incites, or instructs on terrorist activities, aiming to radicalise individuals or coordinate acts of terror.
	
	



Inappropriate Online Content
Monitoring providers should both confirm, and describe how, their system monitors/manages the following content
	Content
	Explanatory notes – Content that:
	Rating
	Explanation	

	Gambling
	Enables gambling
	
	

	Harmful content
	Content that is bullying, abusive or hateful.  Content which depicts or encourages serious violence or injury.  Content which encourages dangerous stunts and challenges; including the ingestion, inhalation or exposure to harmful substances. Include harmful behaviour, prompts, outputs, images or communications generated, altered or amplified by AI systems where technically within monitoring scope.
	
	

	Hate speech / Discrimination
	Content that expresses hate or encourages violence towards a person or group based on something such as race, religion, sex, or sexual orientation.  .  Promotes the unjust or prejudicial treatment of people with protected characteristics listed in the Equality Act 2010
	
	

	Malware / Hacking
	promotes the compromising of systems including anonymous browsing and other filter bypass tools as well as sites hosting malicious content, including ransomware and viruses
	
	

	Mis / Dis Information
	Promotes or spreads false or misleading information intended to deceive, manipulate, or harm, including content undermining trust in factual information or institutions Include AI-generated, synthetic or manipulated content where relevant to monitoring capability.
	
	

	Pornography
	displays sexual acts or explicit images Include user activity involving explicit or AI-generated explicit imagery where relevant to safeguarding monitoring.
	
	

	Self Harm and eating disorders
	encourages, promotes, or provides instructions for  self harm or eating disorders Include AI-generated guidance, prompts, outputs or embedded content where technically detectable.
	
	

	VAWG / Misogyny and online abuse
	Promotes or glorifies violence, abuse, coercion, or harmful stereotypes targeting women and girls, including content that normalises gender-based violence or perpetuates misogyny. Include misogynistic content and AI-enabled image-based abuse where relevant to monitoring categorisation and escalation.
	
	



This list should not be considered an exhaustive list.  Please outline how the system manages this content and many other aspects
	



Monitoring System Features
How does the monitoring system meet the following principles:
	Principle
	Rating
	Explanation

	· Age appropriate – includes the ability to implement variable monitoring appropriate to age and vulnerability. This will in turn define which alerts are prioritised and responded to.  Further situations may warrant additional capability, for examples boarding schools or community based access
	
	

	· Alert Management – how alerts are managed – if schools manage system alerts or support/management is provided
	
	

	· Audit – Any changes to the monitoring system are logged enabling an audit trail that ensures transparency and that individuals are not able to make unilateral changes.
	
	

	· BYOD (Bring Your Own Device) – if adopted by the school and the system includes the capability to monitor personal mobile and app technologies (ie not owned by the school), how is this deployed and supported and how data is managed.  Does it monitor beyond the school hours and location
	
	

	· Data retention –what data is stored, where is it (physically– ie cloud/school infrastructure) stored and for how long.  This should also include any data backup provision
	
	

	· Devices – if software is required to be installed on devices, the monitoring system should be clear about the devices (and operating systems) it covers
	
	

	· Flexibility - changes in keywords (addition or subtraction) can be easily amended according to an agreed policy
	
	

	· Group / Multi-site Management – the ability for deployment of central policy and central oversight or dashboard
	
	

	· Harmful Image detection – The inclusion or extent to which visual content is discovered, monitored and analysed (e.g. Image hash).  
	
	

	· Identification - the monitoring system should identify users and devices to attribute activity (particularly for mobile devices) and ensure the application of appropriate configurations for individual users.  
	
	

	· Monitoring Policy – How are all users made aware that their online access is being monitored?  Is any advice or guidance provided to support schools?
	
	

	· Mobile and app content – mobile and app content is often delivered in entirely different mechanisms from that delivered through a traditional web browser.  To what extent does the monitoring system operate across mobile devices and app content.  Providers should be clear about the capability of their monitoring system to monitor content on mobile and web apps and any configuration or component requirements to achieve this.
	
	

	· Multiple language support – the ability for the system to manage relevant languages?
	
	

	· Prioritisation – How are alerts generated and prioritised to enable a rapid response to immediate issues. What operational procedures are in place to facilitate that process?
	
	

	· Remote monitoring – with many children and staff working remotely, the ability, extent and management for the monitoring of devices (school and/or personal).  Included here is the hours of operation together with the explicit awareness of users.  Monitoring should focus on school-owned and managed devices. When shared devices are used, schools must ensure users log in individually. This allows monitoring systems to apply restrictions and configurations based on user profiles, improving the safeguarding process.
	
	

	· Reporting – how alerts are recorded within the system?
	
	

	· Safeguarding case management integration – the ability to integrate with school safeguarding and wellbeing systems to better understand context of activity
	
	

	- Annual review support - the system supports schools to review monitoring effectiveness at least once every academic year, including review prompts, evidence exports, health checks, summaries or review templates.
	
	

	- Named accountability support - reports, permissions and workflows support the SLT member responsible for filtering and monitoring, the DSL, IT support and governors/trustees to understand their respective responsibilities.
	
	

	- Device and location verification - the system enables schools to check and evidence that monitoring works across relevant internet-connected devices, apps, browsers, user groups, networks and locations where monitoring is in scope.
	
	

	- Alert triage and safeguarding response - the system explains how alerts are prioritised, routed, reviewed, escalated and closed, including the role of human review and professional judgement.
	
	

	- Evidence and record keeping - the system enables schools to retain evidence of monitoring checks, alerts, actions, configuration changes, review decisions and remediation activity.
	
	

	- User transparency and proportionality - the provider explains how schools can make users aware of monitoring and operate proportionate monitoring without creating unnecessary or inappropriate surveillance.
	
	

	- Product limitations - the provider clearly states known limitations, unsupported platforms, unsupported apps, deployment gaps, privacy constraints and circumstances where monitoring may not apply.
	
	

	- Cyber security relevance - the provider explains how cyber-security risks, product resilience and data protection arrangements support safeguarding and safe operation.
	
	



Proactive monitoring - explain how proactive monitoring support is provided, including any automation, managed service review, human moderation, escalation thresholds, safeguarding expertise, out-of-hours arrangements, quality assurance and limitations.

	Provider response

	



Please outline what support, guidance or resources you provide to help schools and other education settings use the monitoring system effectively as part of wider safeguarding arrangements. This may include configuration guidance, review templates, sample reports, DSL/SLT briefings, governor-facing summaries, training materials, support for annual review, escalation guidance, documentation for local monitoring decisions, and updates about emerging risks or product changes.
	Provider response

	



How does your monitoring system identify, record and support response to activity involving Generative AI technologies and AI-generated or synthetic content? In your response, please explain how your system captures or analyses user interactions with generative AI tools, including prompts, outputs, uploads, generated images, embedded AI features and companion-style systems where technically in scope; how logs or alerts reflect potential safeguarding risks associated with AI-generated content; any known technical, privacy, platform or device-specific limitations; and what guidance or evidence you provide to schools to support safe configuration, review and management of AI-related monitoring risks.
	Provider response

	





Monitoring Provider Self-Certification Declaration
In order that schools can be confident regarding the accuracy of the self-certification statements, the supplier confirms:
· that their self-certification responses have been fully and accurately completed by a person or persons who are competent in the relevant fields
· that they will update their self-certification responses promptly when changes to the service or its terms and conditions would result in their existing compliance statement no longer being accurate or complete 
· that they will provide any additional information or clarification sought as part of the self-certification process
· that if at any time, the UK Safer Internet Centre is of the view that any element or elements of a provider’s self-certification responses require independent verification, they will agree to that independent verification, supply all necessary clarification requested, meet the associated verification costs, or withdraw their self-certification submission.
- that they have clearly identified any material product limitations, configuration dependencies, managed service assumptions or deployment assumptions that may affect education settings ability to rely on the response
- that they will update their response where product capabilities, default configurations, supported platforms, terms, data retention, alerting/reporting features or known limitations materially change
- that they understand the response may be used by schools, colleges, MATs and other education settings as part of their monitoring review, governance, procurement, inspection and safeguarding assurance processes
	Name
	

	Position
	

	Date
	

	Signature
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